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IT'S ALL IN YOUR MIND (OR ON YOUR LAPTOP)

Using GNS3 and SolarWinds® to create a completely virtualized monitoring environment.

This guide provides detailed step-by-step instructions for setting up GNS3, creating a network, and then setting up a virtual machine running the
SolarWinds Network Performance Monitoring solution.

INTRODUCTION
About GNS3

GNS3 is a tool that lets you create virtual network devices that act like real network devices. Why would you want to do this? Well, for years, GNS3 has been the go-to
solution for people who wanted to pass their network certification exams (without having to drop thousands of dollars on actual network gear), and creative-but-
frugal network professionals who wanted to mock up and test their network designs before rolling them out in a real production environment.

About SolarWinds Network Performance Monitor (NPM)

NPM is the flagship product from SolarWinds, Inc. It monitors devices for availability (up/down), performance, capacity, and more using agentless techniques,
including SNMP and WMI. Devices which can be monitored include servers running Windows®, Linux®, UNIX®, and MacOS® network devices like routers,
switches, and wireless access points, and any device with an IP address.

GNS3 + SolarWinds = Awesome

With a relatively recent update, GNS3's support of virtual PCs (and servers) via Oracle® and their open source VirtualBox® tool, a whole new class of IT pro has
a reason to be really excited. Monitoring engineers who want to test new software and/or versions can now set up an entire “fake” network, which could include
servers, routers, switches, and more, and perform test monitoring against that network.
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ABOUT THIS GUIDE

Monitoring engineers might be unfamiliar with setting up networks (in GNS3 or otherwise). Also, GNS3 users might be unfamiliar with the conventions
of monitoring solutions like SolarWinds NPM.

Which is where this guide comes in.

This document provides step-by-step, command-by-command, show-me-with-pictures instructions for installing GNS3, setting up a network, installing
NPM, and adding the GNS3 network devices to NPM for monitoring. This guide assumes (almost) nothing about the reader’s background and expertise
and provides detailed instructions for all processes.

So, if you are a GNS3 guru and can set up a hybrid OSFP-BGP-EIGRP-RIP network before your morning coffee, you can probably skip ahead to the NPM
part. And if you are a veteran SolarWinds expert who has installed NPM so many times that you have the screens memorized, you can probably stop
reading once you get your network installed.

For those of you who likely fall somewhere in the middle, I hope this guide helps you to get to the part that's actually useful—testing your network and/
or monitoring changes in a safe environment before rolling them out to your production environment.

Let's get started:

Here's an overview of what we're going to do:
1. Download everything.

Install PuTTY™.

Install VirtualBox®.

Intall GNS3.

Configure GNS3.

Set up a simple network.

Add a virtual server to the network.

Install Windows®on the virtual server.

© ® N L A WP

Install NPM on the virtual server.

s
=

Configure NPM to monitor the devices.

Before you start, verify your hardware
You may be wondering, “What am I installing all this stuff on?”
The answer is “whatever you want, really.” But, of course, we all know there are a few requirements:

You should have at least a quad-core processor on the machine because you will be running at least one virtual machine along with a few virtual
network devices—not to mention your host operating system.

You should probably have over 4GB of RAM. You can run with 4, but things are going to be pretty slow for the same reasons as the CPU requirement
above.

Disk space is less of an issue, given today’s standards. GNS3 needs only about 100MB, but you also need to allow for the network device images,
plus at least one Windows virtual machine running SolarWinds NPM. So you should figure your disk needs to have 200GB to 300GB free.

Step 1: Download everything

NOTE: You'll need to create an account for the GNS3 community before the download link will work. This is a Very Good Thing™ and | strongly recommend
you do that anyway. (See instructions below.)

GNS3: https://community.gns3.com/community/software/download/

PUTTY: http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

VirtualBox: https://www.virtualbox.org/wiki/Downloads
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NPM: http://www.solarwinds.com/network-performance-monitor.aspx
A copy of Windows
The “images” of the network device operating system (Cisco® I0S® or other)

1. Create an account at GNS3, and download the package from here:
https://community.gns3.com/community/software/download/

GNS3. THE SOFTWARE THAT EMPOWERS NETWORK PROS.

Bye-bye network lab... say hello to GNS3. Elimi pensive physical hardh by switching to a GNS3 virtual lab. Already have a lab? No problem,
GNS3 can connect to any real network to leverage your existing hard and expand your current lab.

= WINDOWS = LINUX/OTHER
' VERSION 1.3.7 ' VERSION 1.3.7
& INSTALL GUIDE & INSTALL GUIDE & INSTALL GUIDE
‘0 FOR WINDOWS ‘0 FOR LINUX/OTHER ‘0 FOR MAC

Next, grab a copy of VirtualBox: https://www.virtualbox.org/wiki/Downloads. On that same page, you can download the extensions. While you don't
have to have them, theyre good to help normalize the hardware interactions, which is worth the extra 10-second download.

Of course, you'll need the 30-day demo of SolarWinds NPM: http://www.solarwinds.com/network-performance-monitor.aspx

Finally, to make your life easier, make sure you have PUTTY (or a similar telnet/ssh utility) installed: http://www.chiark.greenend.org.uk/~sgtatham/putty/
download.html

Another item you need to have handy is a copy of Windows. SolarWinds NPM will install on any version of Windows from Win7 up (although, server
versions are better, and 64-bit server versions are best) so make sure you have that ready to go.

You'll also need |0S images to create routers and switches within GNS3. For my example, I'm limiting myself to using an image for a Cisco® 3600
router, using the image “c3640-ik9s-mz.124-25b.image.”

Before you get on my back about NOT providing a link here, | would like to point you to this section of the GNS3 For Windows Getting Started Guide:
Step 3 - Defining Cisco I0S files
As mentioned earlier, due to licensing issues, you must provide your own Cisco 10S and license for IOU to use with GNS3.

GNS3 is meant to be used in a lab environment for testing and learning. Once you have obtained your own copy of a
Cisco 10S for one of the supported platforms, you are ready to continue. Supported platforms are Cisco 7200, 3600
series (3620, 3640, and 3660), 3700 series (3725 and 3745), and 2600 series (2610 to 2650XM and 2691).

What this means is if you have a Cisco support contract, you can download images from the Cisco.com website. There are probably other sources for
|0S images on the Internet. However, that is beyond the scope of this document and is left to the resourcefulness and ethics of the reader.

Step 2: Install PUTTY

And by “install,” | mean unzip the package and put the executables someplace in your path.

Step 3: Install VirtualBox (and extensions)
I'm going to start by installing VirtualBox so GNS3 can detect it when | install it next. But I'm not going to set up the NPM server just yet.

There's really nothing special about the VirtualBox install. Follow the prompts, accept the defaults, and let it rip.

Once the main installer finishes, start VirtualBox, and install the extension pack (you DID download the extension pack, right?).
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1. Goto File, Preferences, Extensions, and click the Add new package button (the blue box with the yellow arrow on the right).
Select the extension pack, and click Open.

Accept the license agreement.

= WY

Follow the prompts until everything is installed.

1. Double-click the GNS3 installer.

2. Ifyou have User Access Control on, confirm that you REALLY want to start the GNS3 installer.

3. Click Next on the splash screen.

@ GNS3 1.3.7 Setup =

Welcome to GNS3 1.3.7 Setup

Setup will guide you through the installation of GNS3 1.3.7.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
camputer,

Click Next to continue,

Cancel

4. Accept the license agreement.
@ GNS3 1.3.7 Setup =

License Agreement
Please review the license terms before instaling GNS3 1.3.7.

Press Page Down to see the rest of the agreement.

| GMU GENERAL PUBLIC LICEMSE ~
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <htip://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of thiz license document, but changing it is not allowed.

Preamble

The GMNU General Public License is a free, copyleft license for
software and other kinds of works. W

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install GNS3 1.3.7.

< Back I I Agree | Cancel
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5. Select the Start menu location where GNS3 programs should appear.
@ GNS3 1.3.7 Setup - 0

Choose Start Menu Folder
Choose a Start Menu folder for the GNS3 1.3.7 shortcuts, &

Select the Start Menu folder in which you would fike to create the program's shortruts. You
can also enter a name to create a new folder.

Ec3)

Accessibility =
Accessories

Administrative Tools

Advanced Subnet Calculator

ASUS Utility

Chrome Apps

Cisco

Dropbox

Enhanced Mitigation Experience Toolkit
Evernote

Google Chrome

Intel

Mullsaft Inskall System »3.0b1

<Back | Next> | | cancel
6. Andselect the GNS3 elements.
HINT: TAKE ALL OF THEM!I!!
@ GNS3 1.3.7 Setup - 0
Choose Components
Choose which features of GNS3 1.3.7 you want to install, @

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

= a Paosition your mouse
Wireshark 1, over a component ko
SolarWinds Response see Iks description,
Dynamips 0.2.14

QEMU 2.2.0 80.13.0
WPCS 0.6.1

Cpulimit

GNS3 .
—

Select components to install:

Space required: 248, IMB

Mullsoft Install System-+3.0b1

-
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7. Select the directory where GNS3 will be installed.

@ GNS3 1.3.7 Setup =
Choose Install Location w '_|‘
Choose the folder in which to install GN53 1.3.7. :_.A!)

Setup will install GNS3 1.3.7 in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installation.

Destination Folder

C: \Program Files\Gh53] Browse...
Space required: 248, IMB
Space available; 405,268
< Back Install Cancel
8. And finally, click Install.
3 Setup -

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

Far more information or support, please visit the WinPcap
home page.

http:/fwww.winpcap.org

LNextz ] | Cancel
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9. During the install,

@ GNS3 1.3.7 Setup = &

Installing e
Flease wait while GNS3 1,3.7 is being installed. ;_E

Downloading Wireshark-wing4-1, 12, 4.exe

11376kB (41%) of 23136kE @ 748.5kB/s (23 seconds remaining)

Cancel

Mullsoft Install System w3001

< Back Mext > Cancel

the sub modules (WinPCAP, Wireshark, SolarWinds Response Time Viewer, etc.) you selected have their own installer.

Go ahead and click through those as well, selecting the defaults, unless you have a compelling reason not to do so. Note that some of the sub-
installers will pop under the main screen, so you should probably minimize all open windows and keep an eye out for new items on the taskbar
just so you aren't waiting for a confirmation box which is hidden somewhere on the desktop.

Certain items, such as WinPCAP, may attempt to install twice (once because it's in the GNS3 list of installers, and again because it's part of the
Wireshark install, which GNS3 also installs).

10. Also note that from time to time GNS3 bundles in offers of free software from other vendors. As with all installers, a modicum of common sense
is always advisable. Although, the offer pictured below is a GREAT deal!

@ GNS3 1.3.7 Setup = =

Solarwinds Standard Toolset =t
Exdusive for GNS3 users i’é

Would you like to get your free license of
Solarwinds Standard Toolset? (5200 value)

Toolset F.AQ

Mullsoft Install System 3,001
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Step 5: Start and configure GNS3
Once the GNS3 installer ends, there is a checkbox to start GNS3. Go ahead and check that box and click Finish.

After a brief bit of screen splashing, you'll be in the main GNS3 screen, and will be prompted to start a new project. Go ahead and name your project,
and click OK.

Project

Mame: |SWF‘rnj1 |

Location: |C:UsersYean.adato\GNS3\projects\SWProjl | | Browse... |
Type: (@ Local

‘Gpen a project| |Recent projects... |

Before you do anything else, let's check some configuration settings by going to Edit, Preferences, and looking at the General tab:

General | General preferences
Server [E——
Packet capture General | Console applications | Topology view | Miscellaneous |
VPCS Local paths
4 Dynamips My projects:
10S routers |C:Wsers‘]eon.adaho‘l.GNSS\:rojeds | Browse...
4]0S on UNIX My binary images:
10U devices |C:‘l,leers‘l.leon.adam‘l,GNSS\images | Browse...
4 VirtualBox e

Note the location of binary images. That's where your 10S images need to go. Go ahead and copy them into that directory (create it if you need to).

NOTE: Although we have mentioned and used Cisco IOS throughout the document, GNS3 can also emulate a number of other vendor hardware

products. For a comprehensive list of hardware that can be emulated using GNS3, check the supported hardware documentation page or the GNS3
community page.

Now, you need to add images to the list of available routers. Click down to the |0OS routers option on the left, and click New. Click the browse button,
and go to the location where you just placed all your 10S images. Select an image, and click Open.

e Preferences * IEN
General |IOS router templat ‘ ¥ Summary
Server Gaerd
<1700 4 Gener:
Packet capture Name: 1700
VPCS  x
| (23 New |0S router template ?
4 Dynami
10Srg  I0Simage
Please choose an I0S image. 05\c1700-
4|050on! ing\GNS3
10U di
“Virtualp 105 mees | | [Browse... |
Virtua
< QEMU
+ T L » Adato, Leon ¢ GNS3 » images v | O Search images ¥l
QEMU @®
Organize *  New folder E~- I @
e A Name Date madified Type
B Desktop 108 7/13/20153:31 PM File folder
18 Downloads || asag31-k.bin 10/11/2012 426 AM  BIN File
10 SolarWinds || asa®42-k8.bin 10/30/2012 256 PM  BIN File
1 Work |_] €1700-advipserviceskd-mz.124-25b.bin 12/3/2008615PM  BINFile
1. webwork | || 2600-advipserviceskd-mz.124-25b.image  8/1/2012%:37 PM IMAGE File
1% Dropbox |_] c2691-advipserviceskd-mz.124-25b.image  £/1/20129:38PM  IMAGE File |
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Follow the prompts, taking the default options unless you have a compelling reason to change them. Repeat this process until have added all I0OS
images.

Step 6: Create your network

For the following example, I'm setting up three Cisco 3600s connected via EIGRP. This is a very simple setup intended for readers who may not have
much experience configuring a network. If you want to set up something different, be my guest.

Here are some notes about what this will look like when we're done. A downloadable version of this project (which may require some updates
depending on your installation of GNS3) is available at:

GNS3 Sample Network
Complete these steps to create your network:

1. From the main screen, click the router icon, and drag a 3600 router onto the main page.
TRICK: To get all three routers at once, press SHIFT-drag. You'll get a popup asking for the number of routers and you'll be done.

File Edit View Control Device Annotate Jools Help

&R O0B>- > ECEEOCRAM

=< ==
@ ~

2. Right-click the R1 router, and choose Configure.

R 'Summer configuration |
Summer

General | Memories anddisks | Slots | Advanced |

Platform: c3600

Chassis: 3540

105 image path: |cﬁ40-a<95-mz.124—25b.wnage | Browse...
Console port: |2001 %'
Aux port: |0 @'

a. Onthe General tab, set the name to Spring.
b.  Onthe Slots tab, set slots 0 and 1 to NM-4T (serial).
c. Setslot 2 to NM-1FE-TX (FastEthernet).

3. Click OK to finish, and repeat these steps for Routers 2 and 3, naming them Summer and Fall, respectively.

Now that the routers are all placed and provisioned, we need to configure them. We're going to set up three network connections on each router,
and then connect each of the routers together using the EIGRP protocol. The remaining (FastEthernet) interface is going to be on a “management”
network, which is how monitoring will be done.
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First, a picture:

And here’s a description of the interfaces on each device:

Router 1 name: Spring

Interface 1 (serial):

(]
(]

10.1.1.1/24 (i.e.: gateway 255.255.255.0)
Connects to Summer

Interface 2 (serial):

(o]
(o]

10.1.2.1/24
Connects to Fall

Interface 3 (FastEthernet):

]
]

10.1.100.1724

Will be default gateway for management network

Router 2 name: Summer

Interface 1 (serial):

(0]
(0]

10.1.2.2/24
Connects to Spring

Interface 2 (serial):

(o]
(o]

10.1.3.1/24
Connects to Fall

Interface 3 (FastEthernet):

(]
(]

10.1.100.2/24
Connects to management network

Router 3 name: Fall

Interface 1 (serial):

0]
0]

10.3.1.2/24
Connects to Summer

Interface 2 (serial):

(]
(]

10.1.2.2/24
Connects to Spring

Interface 3 (FastEthernet):
10.1.100.3/24
Connects to management network

]
(]
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With that design in mind, let's get to configuring.
1. Click the Connection button.
2. Click Spring, and select interface Serial0/0.

3. Click Summer, and select interface Serial 0/0.

File Edit View Control Device Annotate JTools Help
ek OF> > EC EmICAAE

Spring

@ semio |

ent console. Running GNS3 version 13.70n| & seriall/1

GNS3 managem;
Copyright (c) 2006-2015 GNS3 Technologies.

=

@ Seriall/2
@ seriall/3
&) FostEthernet2/0

4. Continue to connect routers as follows:
a.  Spring, Serial1/0 to Fall, Serial0/0
b.  Summer, Serial1/0 to Fall, Serial0.0

5. Click the switch icon and drag an “Ethernet switch” onto the screen.
6. Click the connector icon again and connect each router’s FastEthernet2/0 interface to the switch.

7. Now let's turn it on. Click the “play” button to ensure that all your devices are running.

File Edit View Control Device Annotate Tools Help

EEB'HE@H’-@" BC EmEIca]n

@ Spring > @ Spring
& £ Summer
— b g Fall
b @ swi
P g
s L
= )
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8.

11.

e
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Right-click Spring and choose Console to open a telnet/ssh terminal. Press ENTER a couple of times, if necessary, to get things moving.

N0 h

Fle Edit View Control Device Annotate Tools Help

& = m ® > p 7 m c o+ L el Q Q @ 1aBbC AsBoCt AQB| assbece amsbea

x [y Layer

&) 55

| Topology Summ... & X Heading 1 Heading 2 Title Subtitle  Subtle Err, ||ORacy
Spring > @ Spring Sttes e 2 B
> @ Ssummer
Configure > @ Rl
Change hostname. b @ swi

Change symbol -

BT TR

=1T)

Save config

? Spring

Capture
Idle-PC fat

Auto dle-PC =
Start

Suspend X

Y H

Stop

Reload

-
Console ;: Jungle Newsfeed a8
E3 Raise onelayer
Copyright (c) 2006-2015 GHS3 Techndlogies. = Lowerone layer
e & Delete
Set up SNMP:
a. Type this to enter config mode:
configure terminal
b.  Type this to set up a SNMP read-only string so you can monitor with NMP:

snmp-server community GNS3plusSWrocks ro

Set up the interfaces:

a.

Type this to edit the first interface:

interface S0/0

Type these commands to set up the first interface:

ip address 10.1.1.1 255.255.255.0

no shutdown

Exit back to interface mode.

exit

Type these commands to set up the second interface:
int S1/0

ip address 10.1.2.1 255.255.255.0

no shutdown

Exit back to interface mode.

exit

Type these commands to set up the third (FastEthernet) interface:
int Fa2/0

ip address 10.1.100.1 255.255.255.0

no shutdown

Exit back to interface mode, and set up EIGRP routing.
exit

router EIGRP 1

network 10.1.1.0 0.0.0.255

network 10.1.2.0 0.0.0.255

Exit all the way out, and save your configuration.
exit

exit

write memory

Set up EIGRP on the other two routers.

a.

Right-click on the router “Spring” and open a console, then enter the following commands:
configure terminal

snmp-server community GNS3plusSWrocks ro

12
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interface S0/0
ip address 10.1.1.2 255.255.255.0
no shutdown
exit
int S1/0
ip address 10.1.3.1 255.255.255.0
no shutdown
exit
int Fa2/0
ip address 10.1.100.2 255.255.255.0
no shutdown
exit
router EIGRP 1
network 10.1.1.0 0.0.0.255
network 10.1.3.0 0.0.0.255
exit
exit
write memory
b.  Right-click on the router “Fall” and open a console, then enter the following commands:
configure terminal
snmp-server community GNS3plusSWrocks ro
interface S0/0
ip address 10.1.2.2 255.255.255.0
no shutdown
exit
int S1/0
ip address 10.1.3.2 255.255.255.0
no shutdown
exit
int Fa2/0
ip address 10.1.100.3 255.255.255.0
no shutdown
exit
router EIGRP 1
network 10.1.2.0 0.0.0.255
network 10.1.3.0 0.0.0.255
exit

exit

write memory
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12.  Ensure that your network is working by issuing the following commands on all three routers:

ping 10.1.1.1
ping 10.1.1.2
ping 10.1.100.1
ping 10.1.2.1
ping 10.1.2.2
ping 10.1.100.2
ping 10.1.3.1
ping 10.1.3.2

ping 10.1.100.3
You should see the following type of response each time:

13.  If you receive failure messages, you will need to review your configuration and make the necessary changes.

CONGRATULATIONS!! You now have a functioning network that you can use for all manner of processes. Here's the one we're going to use:

1. StartVirtualBox.
2. Click New to create a new system.

3. Inthe nextscreen, provide a name (we're using NPMdemo), and select the operating system you intend to install.

NOTE: NPM will install on any 64-bit version of Windows from Windows 7 and later. But a server version is best if this is going to be anything but a
small test.

4. Determine how much RAM, CPU, and disk space you wish to allocate.
5. Complete your new virtual machine.

6. Ifyou have a physical copy of Windows, insert it in your computer. If not:
a. Goto Settings, Storage, and select the Empty CD/DVD drive. Then navigate to your copy of Windows.

L] Oracle VM VirtualBox Manager o e

System
= oispl
< : Storage :
BB Audio
B Network

£ serial Ports
& use

[ Shared Folders

EEl userinterface

Step-9:-Add-th

=l General

Name:

Storage

Storage Tree
@ Controller: SATA

NPMDemo

NPMDemo - Settings

NPMDemo. vei

[Dpeels] Dsrapshos - AQBI asebcer

_____ ol
g2

Title Subtitle

= ~
[ Preview Styles

essary-changes.q

:s.-But-the-one-we’re-

Attributes
Optical Drive: |SATA Port 1 ~| G
[ Live CO/DVD
[] Hot-pluggable
Information

‘stem-you

®© < 1« utils > GNS3 v| ¢ | SearchGns3 »
Organize ¥ New folder = 0 @
L local Disk (C) ~ Name # Dte modified Type
= B €5 en_windows_server_2008_r2_with_sp1_b. 15 1:39PM__ Disc Imag|
€ Network

v €

File name: | en_windows_server_2008_r2_with_ v All virtual optical disk files (.dr v

Open

>

Cancel

14
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7. Goto Settings, Shared Folders, and add a new folder that points to where you have the NPM installation files.

L @ P P - [ petmis | @ sropstors

New

Discard  Start

5 General | [E preview
|| Mame: MPMDemna i \
NPMDemo - Settings ?
General Shared Folders
I System Folders List —
MName Path Auto-mount  Acces:
Display
o Machine Folders -
@ Storage r=}
o Audio
@ Metwork Folder Path: | | C:lutils\GNS3 W
@ Serial Ports Folder Name: |GNS3
ﬁ [] read-only
Use
[¥] Auto-mount
Shared Folders
@ User Interface
oK Cancel

8. Back at the main screen, click Start to fire up your new virtual machine.

9. Atthis point, the Windows installer should kick in. I'm just going to leave the instructions here with this bit of sage advice: “Install Windows."

TIP: You'll probably need to restart the computer a few times during installation and patching. To send Ctrl-Alt-Del to the virtual machine, use the

"

hostkey"+Del combination, where “hostkey” is usually the right Ctrl key.

NPM installation is straightforward.

1.

After clicking the installer, enter your email address, and click Next.

Mame “ Date modified | Type

SolarWinds Setup

Register

solarwinds

E-mail Address: Ileun.adato@soiaminds.c{:m

Continue I Cancel |

Please confirm the e-mail address you provided when registering to download
SelarWinds. If it is blank, please provide your preferred e-mail address. This will
help us assist you with pre-sales technical support, educational material, and
other account related communications. Installation requires a valid e-mail address.

15
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2. Onthe welcome screen, confirm the installation of NPM.
NOTE: If this machine (the host machine or the VM) does not have Internet access, use the link at the bottom of the screen to download the

offline version of the installer and use that instead.

Welcome to the SolarWinds Setup Wizard

The sstup wizard will guide you through installing any of the SolariWinds products you sslect below. After install, the
Configuration Wizard will guide you through configuring your selected products.

]
Your Chosen Products
= Network Performance Monitor Version 11.5.2 &8
Network fault, availability, & performance monitoring \ 1 /
|

Need to install on a system without Intermnet access? Download Setup Wizard - Offline Version
Download Virtualization Manager - Offline Version
Dovinload Database Performance Analyzer - Offline Version

Next > Cancel

3. Onthe nextscreen, select Express Install.
HINT: the advanced install is used if you use a separate SQL server for database storage. In most cases, for this kind of test environment, the

Express install (which installs a local copy of SQLExpress) is sufficient.

4. Select your preferred language.

SolarWinds Orion Setup

Product Language Preference

‘Which language do you want the software to use? How will this selection affect the software? >

Please note that your language selection cannot be changed later.

English is my preferred language.
Deutsch ist meine bevorzugte Sprache.

BESERARETT.

Choose Destination Location

Setup will install SolarWinds Orion in the following folder.

To install to the folder, dick Next. To install to a different folder, click Browse and select another folder.

[c:\Program Files (x86)\SolarWinds\Crion\,

Browse
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5. Accept the license agreement (the checkbox at the bottom of the screen) and click Next.

e
solarwinds 7

License Agreement

Please read and accept the terms of the SolarWinds License Agreement before continuing.

IMPORTANT — READ CAREFULLY: BY DOWNLOADING, INSTALLING, AND/OR =
USING THE SOFTWARE (DEFINED BELOW), YOU (DEFINED BELOW) AGREE

TO BE BOUND BY THE TERMS OF THIS AGREEMENT (DEFINED BELOW). IF

YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, YOU MUST NOT
DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU MUST DELETE OR
RETURN THE UNUSED SOFTWARE.

SOLARWINDS
END USER LICENSE AGREEMENT

This End User License Agreement (the ‘Agreement’) is hereby entered into and
agreed upon by you, either an individual or an enfity, and its Affiliates (defined below)
(“You” or “Company”) and SolarWinds Worldwide, LLC (“SolarWinds Worldwide™)
for the Software (as defined below)

i DEFINITIONS.

11 “Affiliates” means an entity controlled by, under common control with, or
controlling such party, where control is denoted by having fifty percent (50%) or more
of the voting power (or equivalent) of the applicable entity. Subject to the terms and
conditions of this Agreement, Affiliates may use the license granted hereunder. All
references to SolarWinds shall be deemed to be references to SolarWinds and its
Affiliates, and all references to Company, You, or Your shall be deemed to be
references to Company and its Affiliate(s).

1.2 "Computer” means the hardware, if the hardware is a single computer
system, whether physical or virtual, or means the computer system with which the
hardware operates, if the hardware is a computer system component.

[¥ 1 accept the terms of the Solari¥inds License Agreement

< Back Next > Cancel |

SolarWinds Orion Setup

Enable Quality of Experience (QoE) Traffic Monitoring

The new QoE feature allows you to monitar and analyze application traffic and identify traffic botenacks.
» Leam more about QoE

 Enable QoE traffic menitoring now an your Orien server

Installs an agent that gathers QoE traffic data on your Orion server. The agent is limited so it will not affect
Orion's performance. Recommended for eval and test deployment.

(& Enable QoE later, after Orion has baen installed

Advanced configuration for QoE traffic monitoring. Deploy QoE via an agent to a2 Windows server to monitor
traffic locally, or on a dedicated node manitoring a SPAN / mirror interface.

One final confirmation to click Next past...

Start Copying Files

Setup has enough information to start copying the program files. If you want to review or change any settings, click
Back. If you are satisfied with the settings, dlick Next to begin copying files.

The following products will be installed: ;I
Network Performance Monitor Version 11.5.2
The following third-party pre-requisites will be installed:
Microsoft NET Framework 3.5
Microsoft .NET Framework 4.5.1
Micrasoft Visual C++ 2008 5P1
Micrasoft Visual C++ 2010
Microsoft Visual C++ 2012
Microsoft Visual C++ 2013

Microsoft SQL Server Express 2008 R2

solarwinds

In this example, we won't be testing the Quality of Experience monitoring, so select the Enable later radio button, and click Next.

17



INSTALLING AND INTEGRATING GNS3 AND NPM

8. Theinstaller should proceed without any other confirmations.

Install Progress

Setup will install the sefected products,

Retrieving Microsoft Visual C++ 2013 Redistributable x64.

JOIN THWACK, YOUR DIRECT CONNECTION TO
THE SOLARWINDS COMMUNITY OF OVER
125,000 IT PROS.

By joining, you'll gain immediate access to:
k of ITp naring knowledge
and live) including vid

* Anactiver

ning
- Product-s

can quid

JOINING THWACK ONLY TAKES A MINUTE, AND YOU WON'T LOSE YOUR INSTALL PROGRESS.

9. Once the installation is complete, you will see this confirmation dialogue:

-I?;SOIBrWindSConﬁguration Wizard 18] x|

Completing the Orion Configuration Wizard

You have successfully completed the configuration wizard

The configuration wizard completed successfully
» The Crion database is set up
= The Orion website is set up.
* All zervices are up and running

Click Finigh to exit the configuration wizard

Finish

10. At that point, your default browser will start up, and the SolarWinds® Orion® login page will display:

<
solarwinds %

1 product in evaluation. » Details

/ ou can log in with the username admin &nd no password.
e To change the Admin password after you log in, click
Settings > Manage Accounts

Password:

Congratulations! NPM is now installed and ready to go.

In order to add this new virtual machine into GNS3, shut down the VM.

solarwinds
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Step 9: Add the new virtual machine to GNS3

At this point, all of the required software is installed and ready to go. The next stage is to add the new virtual machine into the GNS3 environment.
This section will run best if you start while running both GNS3 and VirtualBox (although with no virtual machines open).

1. Backin GNS3, go to Edit, Preferences, and choose VirtualBox VMs from the sidebar, then click New.

@

SWProj1.gns3* — GNS3

o
8
»
1 3
‘

A "~ General \VirtuaIBox VM templates ‘

End devices x Server

Packet capture

VPCS

= 4 Dynamips

. 10S routers

_— 4105 on UNIX
10U devices

‘ VirtualBox VMs ’

PRei -

QEMU VMs

N0 O vy

<

Console

GNS3 management console. Running &
Copyright (c) 2006-2015 GNS3 Techn:

=%

—
New Delete

[ oc || cancel [ Apaly

2. Selectyour NPM virtual machine from the list, and click Finish. Then click OK to exit the Preferences dialogue.

VirtualBox Virtual Machine ‘@'
Please choose a VirtualBox virtual machine from the list. !J

WMlist: | NPMDemo -

[] use as a linked base ¥M (experimental)

< Back Frish | | Cancel
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3. Backon the main GNS3 screen, click the End Devices button, and then drag the NPM virtual machine into the main area.

File  Edit

View Control Device Annotate Toels Help

m=l OF> > ECZmIICAAR

End devices EEd
@ Y Glod ey
i NPMDemo
- = )
4= NPMDemo —lé —
W s
ge
|;| 0 Summer Fall

e
solarwinds 7

4.  Right-click the NPMDemo machine and choose Configure. Select the NPM Demo machine on the left-hand list, and click the Network tab. Finally,
check the box that says Allow GNS3 to use any configured VirtualBox adapter, and click OK.

+ B vimalbocWMgrew || NPMDemo configuration |

NPMDemo

|_Ge_nera\ settings Network |

Adapters: |1 E:_:“
-

5. Use the connector icon to create a connection from port 4 on the switch (SW1) to the Ethernet 0 on the NPMDemo machine. Then cross your
fingers, click the “play” button, and see what happens!

B2 0

) mc Pmrceam

DOl % &

If everything is set up correctly, all the routers will start up, AND the VirtualBox machine will start.

Step 10: Configure NPM to monitor the devices within the GNS3 environment

Now that everything is installed, configured, connected, and running, go back to the NPMDemo machine. Before we can add devices, we have to
make sure the NPM server is able to connect to the routers. Normally, this would all be handled by DHCP and DNS. But because we're in a small test
environment, we have to set it manually.

20
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Remember how we set up the third adapter on each router to be on the 10.1.100.x network? That's what we're using for management.
Set your NPM server's network card with the following information:
IP Address: 10.1.100.100
Subnet Mask: 255.255.255.0
Default Gateway: 10.1.100.1 (the Spring router)
Once you've done that, test your settings by running the following commands at a DOS prompt (yes, it IS called a DOS prompt, you whipper snapper!).
ping 10.1.100.100
ping 10.1.100.1
ping 10.1.100.2
ping 10.1.100.3
All four commands need to work before we move on. Troubleshoot as needed.
Now we'll fire up the NPM portal and add our routers.

NOTE: NPM is an extremely powerful tool which can monitor not only SNMP devices, but also Windows servers via WM, as well as Cisco UCS®,
VMware®, and Microsoft® devices via their specific APIs. All of that is beyond the scope of this guide, so some of the steps below are extremely
abbreviated in order to move us to the primary goal: monitoring the routers Spring, Summer, and Fall. | leave it to the curious readers to explore all
the other amazing features of NPM at their leisure.

1. Startyour browser, and go to either http://<machinename>:8787/ or http://localhost:8787.
2. Login using the default credentials.

3. If NPMis running for the first time, you will automatically end up at the Add new devices page. If not, use the Discover My Network button on the
main screen.

Orion Summary Home

All Nodes MANAGE NODES| |EDIT| |HELP |
GROUPED BY VENDOR, STATUS

Mo nodes are monitored
b Getting started: Discover Your Network
Scan your network for objects to monitor.

Network Discovery is the easiest way to quickly find and start
manitoring objects in your environment.
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4. Onthefirst screen, we need to add the proper SNMP credentials. This would be GNS3plusSWrocks if you were following the directions back at
the start of this document. If not, add whatever SNMP or string your devices use. You can also remove unneeded strings (like “private”) from the
list before clicking Next to proceed.

Add New Credential

SNMP Version:

SNMP v1 or v2c [W]

hoose Credentiak:

SNMP Community String:
|BNS3plusS\Wrocks

[a00 | canceL |

5. Because none of our devices are using agents, you can click Next to move past that screen.
6.  Similarly, we aren't monitoring any virtual machines, so on the next screen, un-check Poll for VMware, and click Next.

7. And, once again, no Windows servers will be monitored as part of this exercise, so click Next past the screen where you would add your Windows
credentials.

8. The next screen lists several ways to add devices (scanning subnets, using a seed router, etc.). In the name of expediency, we're going to list the
specific IPs to add. Click Specific Nodes and add the IPs of the three routers before clicking Next to continue.

Network Selection
Click one of the listed selection methods to define the portion of your network on which the devices you want to discover are lo
@ Di ing IPV6 ? Use the Sp Modes method to 2dd a list of IPVE nodes.
TSI One P address or hostname per ine
|P Ranges 10.1.100.1

10.1.100.2 ~
Sibnety 10.1.100.3

The following screen has settings (timeouts, etc.) which are useful in a production environment, but shouldn't make a difference to us here.

9. Click “Next"to proceed.

10. On the final screen, we don't need to change any scheduling options. Simply click Discover to get the show on the road.
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11.  The discovery shouldn't take long.

Discovering Network... x

Hop 0: Inventory: 10.1.100.3

Overa Progress:
curent Prace:

Nodes Discovered: 3
Subnets Discovered: 1]

You will see the results page, which should include three Cisco 3600 routers (or whatever your network is made up of, if you did something
different).

12.  Click Next to confirm the changes.

Network Sonar Results Wizard

Device Types to Import
Select the device types to monitor.

Count Device Type
= 2 yn Cisco 3640

13.  On the next screen, you can select the interfaces to monitor.
By default, all interfaces that are Up are selected. Once you've adjusted your choices, click Next.
NOTE: While NPM requires an IP address to monitor a device, non-routable interfaces (i.e.: interfaces that do NOT have IPs assigned) can still be
monitored for availability, bandwidth, and more. In our example, you probably want to choose all the interfaces.

Select Interfaces to Import for Monitoring

| 12 interfaces selected |

Selection criteria
Status Port Mode Hardware
@ Operationally up Trunk Physical
@ Operationally down [#] Access [#] Virtual
® Administratively shutdown [#] Unknown [#] Unknown
[# Advanced selection options

List of Interfaces Group by: [interace Type  [v] Show: [Al T~ ‘
|

Selected (Available) Interface Type

® @ 3 (af3) T Ethemet |
] 6 (of 24) ¢ Serial
®H & 3 (of3) Jfdl Other |

| 12 interfaces selected |

[esec | [

14. Because there are no volumes (disks) on this device, you can click Next to move past that screen.
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15. On the final preview screen, make sure your devices are listed, and click Import.

Network Sonar Results Wizard
DEVICES INTERFACES VOLUMES MPORT VIEW RESULTS

Import Preview - WIN-UMFPQ6T30SM
Select devices, interfaces, and volumes that you wish to ignore or import. All ignored items will be removed from this list and will not be found
during any future network discovery, manual or scheduled. If you wish to ignore items, do so before imperting.

Polling IP Address Neme Machine Type Volumes Palling Method Interfaces Count
10.1.100.1 Spring Tisco 3540 SNMP 4
10.1.1002 Summer Cisco 3640 SHMF 4
s 10.1.1003 Fall Cisco 3640 ENMP 4
BACK iehore | [[imPoRT | CANCEL

16. Once the import completes, click Finish.

Network Sonar Results Wizard

DEWVICES INTERFACES WOLUMES IMPORT PREMIEW ‘RE

Import Results

Mode Spring, Import Status: added to the Orion DB.

Mode Summer, Import Status: added to the Crion DB.

Mode Fall, Import Status: added to the Crion DB.

Interface FastEthernet2/0 - Fa2/0, Parent Node: Spring, Import Status: added to the Orion DB.
Interface Serial/D - Se0/0, Parent Node: Spring, Import Status: added to the Crion DB.
Interface Serial1/0 - S21/0, Parent Node: Spring, Import Status: added to the Orion DB.
Interface Nulld - Nul, Parent Node: Spring, Import Status: added to the Orion DB.

Interface FastEthernet2/0 - Fa2/0, Parent Node: Summer, Import Status: added to the Crion DB.
Interface Seriald/d - Se0/0, Parent Node: Summer, Import Status: added fo the Crion DB.
Interface Serial1/0 - S&1/0, Parent Node: Summer, Import Status: added to the Orion DB.
Interface Mulld - Mul, Parent Node: Summer, Import Status: added to the Orion DB.

Interface FastEthernet2/0 - Fa2/0, Parent Node: Fall, Import Status: added to the Crion DB.
Interface Seriald/d - S20/0, Parent Node: Fall, Import Status: added to the Orion DB.

Interface Serial1/0 - Se1/0, Parent Node: Fall, Import Status: added to the Orion DB.

Interface Nulld - Nul, Parent Node: Fall, Import Status: added to the Orion DB.

Impaort finished

BACK FINISH

17. Click Home to get back to the main screen.
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Shake, Chill, and Serve

18. Congratulations! You're now up and running with a completely virtualized network that is monitored by a completely virtualized instance of
SolarWinds NPM.

'NPM Summary - Internet Explorer

&3 htto: fflocahost: 8787/0ric O x|

File Edit View Control Device Annotste Tools Help
solarwinds -
R > I CZ T¢ »
L in evaluation. » oetts EEM O - ‘ o+ |t
| Toplog... & x
NPM Summary Network Top 10 Wireless VSANs Overview ® =
b Swi1
@
NPM Summary . ’;"MDE
» O Summen
L > @
All Nodes managed by NPM waace vooss| o [wee || Network Map 3 l, Fall
GROUPED BY VENDOR, STATUS - Spring
=@ Cisco
=717 N NN
@Fal
©Spring
@ Summer
Active Alerts (0) (AL ACTIVE ALERTS) [£D1T] [FELF Q
ALL UNACKNOWLEDGED ALERTS
T T awl | (ZVEIS Riniie: o
v
DO |. > e >
All Wireless Heat Maps =i [FeL Console 8 x| Jungle Newsfeed a
g GNS 3 management console. Running GNS3 version 1.3.7 en Windows
o NPM now supports Copyright (€) 2006-2015 GIS3 Technologies.
‘wireless heat map -
calculation -
: Link Ustzaion
2 Siocte ok ek e e vy 10-25% [~
Fouwln W70-85% W35 - 100% 1 Unknown
% * Find 5 fioor plsn image of your Mot seeing axpested resulr?
office (png or ipg)
= Dowmoad et Ketal Hetwadk = Visuslize your environment with customized mags.
<
Drsen| % - = H < >

goFsraly
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Appendix 1: Using SolarWinds® Network Performance Monitor

As mentioned earlier, exploring all the nooks and crannies of NPM is outside the scope of this document. However, here are a few items to whet your
appetite for exploring the monitoring data available:

On the main screen, under “all nodes,” you can click any of the routers to get to the Node Details page:

Node Details - @ Spring - = Vital Stats

@] | Average Response Time & PacketLoss  [TResroums] (2| ] | | Wetwork Latency & Packet Loss o (exworT] o] eLs|
LT — o
@ Vital Stats Jul 21 2015, 12:00 am - Jul 21 2015, 12:30 pm
[ el
o - '
2 "
Avg Resp Time Packet Loss £ i e z
H &
u sox
Average CPU Load & Memory Utilization ~ THRESHOLDS | EDT HELP g e g
¢ 0ms o
0 8 LY 60 12:00 AM  2:00 AM 4:00 AM 600 AM 8:00 AM 10:00 AM  12:00 PM
o 0 20 S o
> 0% W) T 0% W) m?_zﬂc_bg_n_l_ mzljnl Ez_x‘mm
L I r
This includes detailed information about each interface:
Interface Details - @ Spring - @ Serial0/0 - Se0/0
Percent Utilization - THRESHOLDS| EDIT [HELP| Min/Max/Average bps In/Out EXPORT| [EDIT| [HELP
Radial Gauges
Serial0/0 - Se0/0
Jul 21 2015, 10:36 am - Jul 21 2015, 12:30 pm
: i Zoom 1h [12h24h
20 80 20 80
0% | 0%
> 100 ” 100 150 bps
e
i 100 bps
RECV % Utilization XMIT % Utilization E
0
@D 50bps
Interface Details [EDIT] [HELP|
0bps
o Edtinteriace [ Unmanzge 10:30 AM 11:00 AM 11:30 AM 12:00 PM 12:30PM 1:00PM
Management ‘Pullas &% 2oll Now T ]
% Rediscovery |12:00 PM 21 Jul @ E -00 PM
Status ® v G [T
N Sanalll - Se0D W Aversge Recsive bps Spring - Seniailil - 5200
Alias -Amgembps&xim-&daﬂm-smﬂmd
Index 2 [¥] @ Averags Recsive bps Spring - Serisll/l - Sell0 Percentile 05%
Interface Type #  Seral [] W MinMsx Receive bps Spring - Serialll - S0
MAC Address Unknown B Aversge Transmit bps Spring - Serisi0iD - SeliD
IP Address 10111
@ #veraga Transmit bps Spring - Seriallil - 2010 Trend
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...as well as other elements on each box.

e
solarwinds 7

Under the Network tab, the Network Top 10 menu shows a variety of elements and data points that are useful to the network professional.

HOME

R E TWORKCS

NPM Summary W ‘Wireless WSANs  Owerview

Network Top 10

Top 10 Interfaces by Percent"ll.ll..ilimtion

NODE

INTERFACE

RECENVE

Top 10 Interfaces by Traffic

NODE

Sering
Summer
Fail
Summer
Spring
Summer
Fall

Fall

Spring

sgeceoaaeae

INTERFACE

00 O®e 9SS

FastEthemnst20 - Fa2i0
FastEthemet2/0 - Fa20
FasiEthamst2/0 - Fa2i0
SeriallVl - Sl
Serisl1/T - Sel/d
Serigl1/0 - Se1id
Senall/T - Se1/d
SerislD'D - Selil
Serisllil - Sedid

Mull0 - Nul

Top 10 Errors & Discards Tl:ll‘:‘l;]‘y

NODE

SUMMARY

Obviously, this is only scratching the surface of what you can do.

INTERFACE

RECENE  RECENVE
ERRORS  DISCARDS

EDIT| |HELP

TRANSMIT

RECEIVE
324.18 bps
286,05 bps
28783 bps
171.05 bps
170.78 bps
171.72 Bps
172.0 bos
171.88 bps
171.08 bps
0.0bps

TRANSMIT
ERRORS

EDIT| [HELP
TRANSMIT
B65.53 bps
355.44 bps
34438 bps.
172.0 bps
1720 bps
171.08 bps
170.78 bps
170.72 bps
171.08 bps
0.0 bps

EDIT| |HELF

TRANSMIT
DISCARDS

Top 10 Wireless Clients by Traffic

IR ADDRESS s8I0 CONNECTED

Top 10 Wireless APs by Clients Count

AF NAME IR ADDRESS

Top 10 Nodes by Current Response Time

CURRENT
‘RESPONSE TIME

2ms

NODE

@ Summer
@ Fal
@ sSpring

ZZms

2ms

Top 10 Nodes by Percent Packet Loss

NODE PERCENT LOSS

Top 10 Nodes by Average CPU Load

NODE ANERAGE CFU LOAD

#_ Sorina 0%

For more help getting started with NPM, check out these resources:

o NPM Interactive Demo
0 NPM Core Training

. Administrator Guide

DATA RATE

CLIENTS COUNT

TRANSMIT

PERCENT
Lose

0%
0%
0%

EDIT.

RECEVE

EDIT.

EDIT|

EDIT,

EDIT

HELP

HELP

HELP

HELP

HELP

With regard to SolarWinds, it's entirely possible to install additional SolarWinds modules, such as Network Configuration Manager (NCM), Server &
Application Monitor (SAM), and even NetFlow™ Traffic Analyzer (NTA) to test each of those capabilities within a safe sandbox environment.

On the GNS3 side, as long as you have images, you can add a wide variety of routers, switches, ASAs, and IDSs from Cisco, as well as Jupiter® M-series
boxes. This lets you mimic a significant aspect of most production networks.

Finally, VirtualBox will permit you to create VMs for practically any version of Windows and Linux, which also opens the door to a variety of appliances

built on those OSs.

Enjoy enhancing and exploring this new option for creating reliable test environments for both your network and your monitoring solutions.
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http://oriondemo.solarwinds.com/Orion/Login.aspx?autologin=no
https://www.youtube.com/playlist?list=PLSAG2TJPvS5Y1nq9rtjcLeP1sfzpZIi8q
http://www.solarwinds.com/documentation/Orion/docs/OrionNPMAdministratorGuide.pdf

